Windows Updates

Windows updates are a vital part of security on home worker’s PCs that we deal with. They contain important security updates which protect against viruses, spy ware, and malicious users such as hackers or anybody who could write software designed to take advantage of window’s many flaws. Every time a new virus or Trojan is written to take advantage of exploits in windows. Microsoft will normally release a “Hot fix” as a quick patch to close the exploit. Microsoft will then generally release a full patch to close it down completely later on.
  Generally on our Home Worker’s systems windows updates are set to download and install automatically, but there can be instances where these have been turned off of automatic updates. Either by the user or by us on the helpdesk if they have caused issues.

  Normally the user would still get the popup warning of new updates to be installed, which can then follow the install wizard through which will download all of the latest updates or service packs to the user’s pc and install them.

  Sometimes we will come across a home worker where the updates have been disabled completely. Normally this will also coincide with the user having turned off their anti virus software as well. In cases like this we would have to disconnect them depending how out of date the and windows updates are as there may be a security risk, which could result in a spread of the infection of viruses, spy ware or Trojans etc.

  In cases like these the windows updates can be re-enabled via the control panel in the security center on Windows XP. From here you can also access the settings for any anti virus software you may have installed on your pc. 

  Also in this screen is the Windows firewall, It is generally a good idea for most user’s to have this enabled at all times, as with recent patches it is actually performing quite well at blocking access. However generally with home workers we will disable this, as their connection is direct into our Laindon HQ, and is not public facing so they would not have to worry about unauthorized access onto their systems which the firewall would normally block. The other reason for disabling the firewall is that it can cause problems with the Magic Update software. Because this is just an exe file that uses the FTP protocol, this can sometimes be detected as a virus by the windows firewall, as well as other firewalls such as Symantec and Norton.

Windows updates can also provide a lot of new features to systems. Pretty much 99% of our home workers are using Windows XP now, and the service packs which were released after the initial XP install are downloaded via the Windows Update tool. These would contain new windows features and updates for software. Normally these would also include bug fixes, and anti virus updates too.
----------------------- Stick Screenies of installing on HW here------------------
